
Interface  between SUPPORT SOFTWARE and WIRESHARK 

1) SUPPORT SOFTWARE Application communicates with WIRESHARK  ( wrapper ) by sending bootup , Authentication , Alive messages .

2) WIRESHARK on 5002 port interfaces with 5003 port on  SUPPORT SOFTWARE Application.
3) WIRESHARK GUI has an indicator button to  indicate the connection status between WIRESHARK and SUPPORT SOFTWARE .

       This indicator button has 2 modes:- 
ON ( Green color ) :- SUPPORT SOFTWARE Connection established with WIRESHARK.

OFF ( Red color ) :-  SUPPORT SOFTWARE – WIRESHARK Disconnected.
Message Flow Sequence between WIRESHARK and SUPPORT SOFTWARE:-
1) Connection Establishment .

a. When SUPPORT SOFTWARE is booting up.

SUPPORT SOFTWARE boots up by sending BOOT UP message to WIRESHARK ,  if WIRESHARK acknowledges it  by sending ACK , connection gets established .

If  WIRESHARK does not acknowledges the BOOT UP message, then SUPPORT SOFTWARE retries 10 times by sending BOOT UP message.

If the Connection gets established, Authentication Procedure Starts.
Authentication Procedure: -  SUPPORT SOFTWARE sends text message( AUTHENTICATION MSG) to WIRESHARK which is encrypted using WIRESHARK Key and this encrypted message ( AUTHENTICATION ACK ) is sent to SUPPORT SOFTWARE where it is decrypted using its own key and sends ACK to WIRESHARK.On Receiving ACK indicator button on WIRESHARK turns GREEN.







         B   When WIRESHARK is  booting up. 








2) Keep Alive Functionality
It keeps the connection status between WIRESHARK and SUPPORT SOFTWARE updated.

WIRESHARK sends IF ALIVE messages  periodically ( after 30 sec) , if it receives ALIVE message indicator turns / maintains GREEN Color.
If  WIRESHARK does not receives ALIVE message , then WIRESHARK retries 10 times and finally indicator turns to RED.





  3 )  Shutdown Functionality

a)  SUPPORT SOFTWARE Shutdowns: SUPPORT SOFTWARE shutdowns by sending Shutdown message to WIRESHARK , if WIRESHARK acknowledges it then Indicator mode is updated through it keepalive functionality, else SUPPORT SOFTWARE retries 10 times and shutdowns automatically.
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    b)  WIRESHARK Shutdowns :- WIRESHARK shutdowns by sending Shutdown message to Support s/w , if Support s/w acknowledges it then Indicator button turns RED, else SUPPORT SOFTWARE retries 10 times and shutdowns automatically.
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